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Details of Session (including aim and scope):

Generative artificial intelligence (Al) holds the potential to enhance cybersecurity by
improving threat detection, but complete automation is not expected soon.

Malicious actors are also investigating how generative Al can assist in cyberattacks by
developing evolving malware. In today's landscape, both cybersecurity consumers and
service providers have opportunities to leverage this new technology while ensuring their

protection.

Following the launch of ChatGPT and other products utilizing large language models (LLMs),
the cybersecurity sector is strategizing to integrate generative Al as a crucial tool. Despite the
initial challenge generative Al faces in cybersecurity due to the sensitive and isolated nature
of security data, which hinders the acquisition of high-quality, comprehensive datasets

required for training and updating LLM models.

Currently, the primary focus lies in threat identification, where Generative Al is already
contributing to the expedited detection of attacks and providing a more comprehensive
assessment of their scale and potential impact. For instance, it aids analysts in more
efficiently filtering out false positives from incident alerts. The capabilities of generative Al in

threat detection and analysis are expected to become increasingly dynamic and automated.

The main goal of this Session is to collect experiences and contributions by the

scientific community concerning analysis of novel:




e Cybersecurity attack and defence Methods;
e Attack and Defence Techniques and Scenarios;
o Attack and Defence Samples Data Sets and Tools,

e Cyber-physical Systems and Applications,

exploiting generative Al, both as an attack and a defence tool.

By collecting contributions and experiences from different communities, we aim to improve
the collective knowledge about the assessment that generative Al holds the most potential in
enhancing cybersecurity through improved threat identification.
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